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The table above shows the times measured for each of the ten trials. The PATH time represents the
time in seconds it took for the RSVP daemon on Node 4 to reestablish a path state by receiving a PATH
refresh message. Similarly, the RESV time represents the time in seconds it took to receive the RESV
refresh message, perform the BAND -X policy check, and make the reservation. It is important to note
that these numbers were gathered by querying the node over the test network from the monitor node.
This was done every 2 seconds in order to limit the amount of network and processing expense. Thus
these numbers are at best off by plus or minus 2 seconds. Additionally, there was the obvious overhead
needed to perform the query. These measurements were taken simply to give a rough idea on the order
of magnitude that we were dealing with in terms of service disruption time. That being said, we can see
that the time seems to range from roughly 20 seconds to over a minute. This wide variability can be
attributed to when exactly the route failure occurs. If it occurs at an opportune moment right before a
PATH refresh message is to be sent out then the time will be relatively short. Alternatively, it could have
just missed a message and be stuck waiting for it.
We can see from the data that within the current implementation of the BAND -X system using ISI’s
RSVP implementation, that service disruption will be considerable in the case of route failure. It is
obvious that a disruption of over a minute in some cases could be unacceptable for a real-time application
requiring QoS support. This is completely a function of RSVP and its use of soft state reservations and
not a limitation on the BAND -X architecture itself. In fact, if we decrease the time between RSVP
refresh messages then we could drastically reduce the time in which the route failure is detected and
recovered from. Though, the corresponding increased load on the network from the now much larger
RESV messages containing BAND -X credentials could be prohibitive.

5. Related Work
QoS provision and management has a wide-ranging literature. A lot of the early work was stimulated
by the promise of ATM networks. The demand for these services was stimulated by multimedia traffic.
The relevant promise was the control of multiplexing behaviour in both endpoints and network elements,
with the idea that queuing disciplines such as Fair Queuing or its many variants could be used to allocate
bandwidth resources, and for the most part provide delay bounds.
However, despite the ever increasing use of time-sensitive protocols (e.g., VoIP, audio on demand,
etc.) bandwidth reservation has not been particularly successful. This is caused mainly by the fear that
since these applications have modest bandwidth requirements the operation of a reservation and payment infrastructure would not be feasible economically. Recently, however, newer applications such as

video on demand, tele-presence, and Grid Computing, have bandwidth requirements that may constitute
a significant portion of the available bandwidth. In such cases the overheads associated with the reservation and billing are smaller (because we are dealing with fewer more expensive reservations), while
the benefits are greater because of the impact of the data flows on the infrastructure.
In Grid Computing in particular, efforts are already underway [12], to allow end-users to create endto-end light paths (optical links that allow unstructured access to the fiber infrastructure) by combining
individual segments very much as we described in the introduction. The current systems, however, are
targeted towards the academic community and hence assume that end-users have the required expertise
and have non-competitive usage strategies. Specifically under the “User Controlled Light Paths” framework [12], (a) end-users have to be known by the system in advance, (b) policy enforcement is not
addressed, (c) there is no purchasing of bandwidth, since the network is considered a common resource.
In a commercial environment, a similar system must deal with billing (i.e., how the reserved bandwidth
can be paid by the user) and must support bandwidth reservation in a scalable and secure manner.
Nowadays, with newer applications such as video on demand, tele-presence, and Grid Computing,
the unit of allocation is large enough to allow a smaller number of higher value transactions that place
reasonable demands on the reservation and payment components of a reservation system. Such a system
must deal with billing (i.e., how the cost of the reserved bandwidth can be paid by the user) and must
support a reservation protocol such as RSVP that can perform bandwidth reservation in a scalable and
secure manner.

5.1. Billing
Internet telephony (or voice over IP) is widely considered to be the “killer” application that will
convince users that they need QoS (and the higher prices this implies). This is underlined by the fact
that the literature concentrates on QoS for VoIP applications. Systems such as OSP [9] provide a way
for large organizations to settle payments related to VoIP call clearing. Although OSP is very close to
BAND -X, it does not involve the end-user, but instead concentrates on the ISPs. For example OSP only
exchanges Call Detail Records, the ISPs are responsible for handling customer billing and payment. In
other words the model is that of the traditional TELCO whereby payment is handled either via prepaid
cards, or monthly telephone bills. BAND -X is not bound to a particular signaling mechanism (such as
H.323) and provides far greater flexibility in that users that have no prior relationship with an ISP can
use the reservation protocol and pay for their bandwidth. Although many papers have been written on
market-based routing (e.g., [10], [15], [16], [18], [11]) these are concerned with the use of market-based
techniques in routers, ignoring the problems of accounting, billing and payment. BAND -X can use any
router that supports a reservation protocol (and the BAND -X extensions).

5.2. Secure QoS Reservations
A secure reservation protocol is required to provide a number of assurances including (a) that only
authorized users can make reservations, (b) that a reservation made by a user can be traced back to
that user, and (c) that users cannot make reservations over their allocated quota. These are to protect
against starvation or, perhaps even worse, denial of service that can occur when multiple unauthorized
requests result in the allocation of all available bandwidth thus preventing legitimate users from reserving
bandwidth. The above considerations imply some authentication mechanism and the use of integrity
checks on the transmitted data. OSP runs over TLS which encrypts the exchanged data. X.509 certificates

are used to authenticate both ends of a transaction. However, this secure communication is used only
for the data exchange between the ISP nodes running OSP. Customer identification is still handled
via a separate system that is operated by the ISPs and usually involves some kind of PIN or password
authentication. In [8] the actual charging is delegated to a “payment-agent” that is assumed to run on
the same machine as the user. However, no details are provided on how the “payment-agent” effects
payment.
All the systems we have looked at assume that the user trusts some provider who determines the cost
of the connection. No system tries to empower the user by providing choice. BAND -X allows the user
to select the best (as defined by the user) providers to handle the connection and makes sure that at the
end of the day everybody gets paid. This approach is far superior to the piecemeal approaches found in
the literature.

5.3. Scalability
Each reservation carries with it some overhead. This includes both protocol overhead, but also state
that must be maintained by routers for each reservation. As the number of reservations increases so does
the overhead. Unless there is some kind of aggregation of requests this overhead will ultimately define
an upper bound on the number of reservations that can be accommodated by the existing infrastructure.
The complexity of some of the proposed systems (e.g., [20], and [8]) and the small scale of their test-beds
(e.g., 200 nodes in [13]) casts grave doubts on their ability to scale to millions of users and thousands
of network elements. Various techniques that attempt to improve scalability through aggregation are
vulnerable to abuse. For example, in [21] the authors describe request aggregation whereby multiple
requests are merged into a single larger request for the total bandwidth asked for by the individual
requests. This approach, however, may result in an upstream node declining the single request thus
denying access to all the requests, even through some of the individual requests could have gone through
[19].
Since BAND -X covers both reservation and payment, the problem of scalability has to be addressed
in both areas. As far as reservation is concerned, BAND -X uses the RSVP protocol and so can take
advantage of the optimizations and efficiencies that have either been integrated, or are being considered
for inclusion into the protocol. In the area of billing, the use of the KeyNote-based micro-payment
architecture has been shown to scale well [3].

6. Summary and Concluding Remarks
To minimize network congestion which can cause complaints and dissatisfaction among users, ISPs
overprovision their networks [6]. Unfortunately, unused bandwidth is wasted since it cannot be saved
for later use. While bandwidth remains cheap, the ISPs can continue to add capacity ahead of the
actual demand, but this state of affairs will only last as long as users of time-sensitive services prefer
the telephony network. The enormous cost difference between the telephony network and the Internet
provides an implicit subsidy. However, as users switch to the Internet for their time-sensitive services,
ISPs will no longer be able to expand their networks. We believe that the framework described in
this paper offers a migration path for both users and ISPs through the creation of an open market for
bandwidth over the Internet. The reason is that the BAND -X framework supports a competitive market
offering transparency, and security. At the same time the low overheads of the BAND -X framework

ensure scalability through the use of a micro-payment environment.
The benefits offered by BAND -X include: (a) “instant” purchases of bandwidth and advanced purchases allowing the ISPs to plan ahead their resource allocation strategies, while being able to auction
off unused capacity rather that letting it go at Best-Effort prices, (b) efficiency, requiring only a few
exchanges between a buyer and sellers to effect a reservation. Moreover, the use of the KeyNote-based
micro-payment framework provides system-wide efficiency and scalability, (c) compatibility with existing standards: by utilizing an existing reservation protocol (RSVP), a BAND -X system may be be
deployed with minimum disruption. (d) trades between parties that have no established business relationships: The Credit Institution(s) link buyers and sellers, thus allowing a transaction to go through
without the need for a buyer to be known to the seller. This is a key requirement for the bandwidth
market to work freely with the buyer being able to select the seller offering the best value for money. (e)
openness: the BAND -X model allows the presence of multiple entities for each role (i.e., we can have
multiple Credit Institutions, Clearing Houses, buyers and sellers) operating within a single market. This
increases the competition and overall reliability of the entire system.
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