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The recent, and regrettable, death of Steve Jobs, due to illness, at age fifty-six, nicely brings into focus this week’s topic of patient confidentiality. Although Mr. Jobs has long been ill, and had previously had to step down as Apple CEO, his health status was closely guarded. Even in death, we’re not entirely clear as to what might have killed him (pancreatic cancer?). Mr. Jobs, of course, like the rest of us, took very seriously his legislatively enshrined right to privacy in relation to his health status. And many argue, both persuasively and passionately, about the paramount importance of patient confidentiality. In fact, the founding of medicine is tied to that commitment, known as the Hippocratic Oath. Some of this week’s readings provide us with an understanding of why patient confidentiality is indispensable to healthcare and well-being. For instance, the article, “Adolescent Access to Confidential Health Services,” passionately makes the connection between patient confidentiality and adolescent health.

So then, is patient confidentiality an “open and shut case” or is there a grey zone where uncertainty prevails and exceptions might be permissible? And if so, what would be the grounds for, and the implications of, such exceptions? For instance, did Mr. Jobs, as the head and creative inspiration of a publicly traded company, have an obligation to disclose to investors the fragility of his health when the fate and fortune of Apple was so closely tied to his well-being? And what about our Presidents? Do they owe us (full) disclosure? Or our sexual partners? Thus the readings from this week also help to bring to view the complexity of this issue and the delicate challenge that is represented by the need to balance privacy with public interest.
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Deception, Disclosure and the Politics of Health
Over the past century, the health of our presidents has become a political as well as a medical issue. Beginning with Chester Alan Arthur's administration in 1881, the perceived political consequences of disclosing a president's medical problems have sometimes conflicted with the public's concern for accountability and openness. Presidents Arthur and Kennedy chose to keep their incurable diseases secret. President Dwight D. Eisenhower, on the other hand, advocated full disclosure. President Lyndon B. Johnson chose at first not to disclose information about his gall bladder problem He later changed his mind, even showing reporters the scar left from his surgery. 
The cases of Presidents Grover Cleveland, Woodrow Wilson, and Franklin D. Roosevelt are perhaps the most famous examples of the nondisclosure of health problems. 
Chester Alan Arthur
1881 - 1885
Neither the American people nor Chester Alan Arthur knew that he was a sick man when he became the nation's 21st president. In 1882, various people close to the President noticed that he was becoming increasingly depressed, irritable and lethargic. A cousin described Arthur as "sick in body and soul." Sometime during that year, the President was diagnosed as suffering from Bright's disease. Few of Arthur's friends ever knew. The American people did not discover Arthur's secret until 1911. 
Bright's disease was at the time an incurable kidney disorder discovered by London physician Richard Bright in 1811. Arthur's staff kept the news secret. When the New York Herald reported that the President had Bright's disease, it was denied by the administration as "pure fiction." The American public never knew that the President was so ill that he nearly died while on a trip to Florida in 1883. Knowing that he would never survive a second term in office, Arthur did little to see the Republican nomination in 1884. He died in 1886. 
Warren Gamaliel Harding
1921 - 1923
When they elected Warren Harding the 19th President of the United States, the American people did not realize that they were replacing one sick Chief Executive with another. Harding undoubtedly looked healthier than his predecessor, Woodrow Wilson, who had suffered a debilitating stroke. Yet Harding was not a well man: he was suffering from high blood pressure and heart disease. Harding may not have been aware of how sick he was. Harding's physician, Dr. Charles Sawyer, misdiagnosed his case, despite symptoms of shortness of breath and blue lips. 
In 1923, President Harding decided to take a trip to Alaska. Although the trip was clearly too much for Harding's declining stamina, Dr. Sawyer permitted the President to play golf, greet crowds, attend picnics and receptions, and walk in parades. An observer who saw Harding in Vancouver remarked that "The President is... an entirely exhausted man." Yet Dr. Sawyer allowed Harding to deliver an outdoor speech on a hot day in Seattle. The President, slurring his words, barely made it through the speech. That evening, Harding became ill. His remaining speeches were canceled and his train was ordered to run straight through to San Francisco. 
When questioned by reporters about the President's condition, Dr. Sawyer replied that he was suffering from food poisoning. Yet when other doctors examined Harding in San Francisco, they found his heart greatly enlarged. They called in Dr. Ray Lyman Wilber, an eminent cardiologist, who found that Harding was suffering from heart disease. At no time were the American people aware of the seriousness of the President's condition. News bulletins issued by Dr. Sawyer stated that Harding's illness was caused by indigestion. When Harding died on 2 August, Dr. Sawyer claimed that he died of a stroke. The other physicians did not agree, but they chose to keep their views to themselves rather than contradict Dr. Sawyer. 
Dwight David Eisenhower
1953 - 1961
Dwight Eisenhower, the 34th President of the United States, endured three major medical crises during his two terms in office. He suffered a heart attack in September 1955, underwent surgery for Crohn's disease in June 1956, and suffered a mild stroke in November 1957. 
Eisenhower suffered a heart attack on 24 September 1955 while vacationing in Denver, Colorado. The President instructed his press secretary, James Hagerty, to keep the public informed of his condition. "Tell them everything" he told Hagerty. While the public received detailed reports on the President's condition, they did not know that Eisenhower's personal physician, Dr. Howard Snyder, delayed a public announcement of the heart attack as long as he could. He instructed the President's private secretary to tell anyone who asked that Eisenhower was suffering from a "digestive upset." 
The medical team in charge of Eisenhower's case was comprised of four doctors, including the famous cardiologist, Dr. Paul Dudley White. While the team presented a unified front in public, members disagreed privately about Eisenhower's long term prognosis and his running for a second term. Dr. White, the team leader, counseled the President not to run. Unable to convince Eisenhower, White reversed himself in public and declared at the 14 February press conference that the President "should be able to carry on an active life for another five to ten years." If Dr. White had said what he really thought, Eisenhower may not have run or been re-elected. 
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A Gaunt President Eisenhower Leaves Walter Reed Hospital, 30 June 1956

	On 10 May 1956, six months before the presidential election, the President was diagnosed with Crohn's disease, or ileitis, a disorder that may cause an obstruction in the intestines. Dr. Snyder chose not to disclose this information to the public. It did not remain a secret for long. On 8 June the President suffered a sever attack of ileitis, which required surgery. 


 
Eisenhower recovered from his ileitis surgery and won a second term as president. On 25 November 1957 he suffered a mild stroke while working in the Oval Office. He recovered from the stroke with only a slight speech impediment. The following year, Eisenhower gave his Vice President, Richard Nixon, a letter that gave the Vice President authority to assume the powers of the presidency in case he became incapacitated. Presidents Kennedy and Johnson made similar agreements. 
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	President Eisenhower's Physicians and Press Secretaries Hold a Press Conference About Whether He Should Run for a Second Term


John Fitzgerald Kennedy
1961 - 1963
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President John F. Kennedy

	In the wake of President Eisenhower's medical problems, the health of the presidential candidates in the 1960 election became an important issue. John F. Kennedy was acutely aware of this. While he projected youth, vigor, and fitness, he was hiding the fact that he had a life-threatening disease. If his health problems had been made public, Kennedy probably would not have been elected president. 


 
In 1947, Kennedy was diagnosed with Addison's disease, an incurable disorder of the adrenal glands. Despite Kennedy's health problems, his campaign insinuated that his rival for the nomination, Lyndon Johnson, was not healthy enough for the presidency because of his 1955 heart attack. In response, the Johnson campaign mentioned rumors of Kennedy's Addison's disease. Kennedy's people, including his personal physician Dr. Janet Travell, denied the charge vigorously: "John F. Kennedy has not, nor has he ever, had...Addison's disease." 
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	A Sickly Looking John F. Kennedy Five Months After the Onset of Addison's Disease 
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President Kennedy Meets the Press

	Kennedy was elected 35th President of the United States in 1960. The secret of his Addison's disease was maintained throughout his short term in office. This photograph shows the swelling effects of cortisone, which Kennedy had been taking for Addison's disease since 1947. 


 
While the American people knew that Kennedy had a bad back, they were not aware of the controversial treatment he was receiving for his back pain. Dr. Travell, who had been treating Kennedy since 1955, was giving him injections of anesthetics, notably procaine. The president became addicted to the painkillers. At the advice of other physicians Dr. Travell was replaced as the President's personal physician. 
Lydon Baines Johnson
1963 - 1969
Over the Labor day weekend of 1965, President Lyndon Baines Johnson suffered a gall bladder attack. Surgery was recommended for the 36th President of the United States. Always secretive about his health, Johnson did not want to inform the public about the operation. 
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	President Johnson is Prepared to Undergo Gall Bladder Surgery at the Bethesda Naval Hospital


After consulting with former President Eisenhower, Johnson decided on a policy of full disclosure regarding his condition and the surgery. The two-hour operation involved the removal of the President's gall bladder and a gallstone, as well as a stone from his ureter. 
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Press Secretary Bill Moyers' News Conference on the President's Gall Bladder Surgery

	President Johnson wanted the public to know that he was recovering and in control. The day after his operation, he signed a major anti-poverty bill in his hospital room. 


 
Before his surgery, Johnson informed Vice President Hubert Humphrey in great detail about what should be done in case he should be incapable of carrying out his presidential duties after the operation. 
The President showed the world his scar to illustrate just where it was that the surgeons "messed around" in his abdomen. A friend of the President said at the time, "I don't know anyone else who would open up and show his gall bladder scar." 
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	Convalescing From His Gall Bladder Operation, President Johnson Meets with Vice President Hubert H. Humphrey


President Johnson was in the hospital again in November 1966 to have a nonmalignant growth removed from his throat and for the repair of a small hernia. Again, the administration was open about the President's condition. 


















THE MYTH OF CONFIDENTIALITY 
Judy C. Roberts, M.A.   
For hundreds of years the Oath of Hippocrates has served as the aspirational standard for confidentiality:
Whatever, in connection with my professional service, I see or hear, in the life of men, which ought not to be spoken of abroad, I will not divulge, as reckoning that all such should be kept secret.

This standard has allowed patients to abandon their usual hesitancy to confess their experiences, concerns, behaviors, ailments, thoughts and fantasies to their health care practitioner. Their confidence to make such confessions comes from the covenant of trust to which we mental health practitioners swear. The confidential relationship between the therapist and patient has been considered part of the core foundation for building what we refer to as the "therapeutic alliance." Our covenant has been that we will serve the good and do no harm to those persons who seek our help and who trust us to provide it.
The psychoanalytic disciplines recently issued a joint statement emphasizing how critical confidentiality is to the success of psychotherapeutic treatment:
[There are] three ways in which confidentiality is critical to effective psychotherapy: (1) it enables individuals to obtain help in dealing with problems or feelings they may consider too shameful, troubling or socially embarrassing to share with family or friends; (2) it is critical to building the patient's trust in the psychotherapist and thereby fosters the 'therapeutic alliance'; and (3) it is a critical prerequisite to full disclosure....
All 50 states have in some form supported the obligation of therapists to maintain patient confidentiality by passing statutes that require it.
The concepts of privacy, confidentiality and privilege are related, but it may be helpful to clarify: The right to privacy is a Western philosophical concept.   Privacy is considered essential to maintain human dignity and freedom of self-determination.  It is the right of an individual to keep his or her thoughts, feelings, or personal data from being shared with others.  Privacy is not simply the absence of information about us in the minds of others; it is the control we have over information about ourselves.  Confidentiality, or the obligation to maintain confidentiality, refers to the general standard of professional conduct that requires a professional to not discuss information about a client with anyone.  Privilege is a legal term rather than an ethical concept.  The legal system has always had the inherent power to require witnesses to testify in court so that the judicial system will have access to all relevant information associated with a case.  However, the law recognizes that there are certain special relationships that are viewed by our society as being so important that they deserve protection from such intrusion.  Those special relationships are granted "privileged communication" status and are exempt from compulsory disclosure, with limited exceptions.  "Special" relationships granted privileged status in most states are husband and wife, attorney and client, clergy and confessor, physician and patient, and therapist and client.  Privilege is a right that must be granted by law and belongs to the client in a professional relationship.
Today the covenant of trust which we seek to establish with our patients is severely, and subtly threatened.  Over a period of years the right to confidentiality has increasingly given way to others asserting their "right to know."  As a profession we have failed to educate the public, legislators, and the judicial system about what takes place in therapy and the crucial role confidentiality plays in the process.  As a profession we seem to be in denial about this progressive threat.  We routinely reassure outpatients of confidentiality while ignoring the reality of the erosion of confidentiality.
Christopher Bollas, in his book, The New Informants, describes the history of the threat to confidentiality.  In the early 60's, child abuse was brought to the attention of the public.  Mandatory reporting laws were passed quite quickly with no opposition in all the states.  During this politically correct legislative flurry, we professionals were nearly silent about the impact on the therapeutic process when confidentiality was no longer absolute.  Over time, states have added stiffer mandatory reporting requirements and penalties--all of which have facilitated the erosion of patient confidentiality and patients' ability to trust that confidentiality truly exists.  The original laws of the 60's allowed doctors to determine whether or not to report child abuse.  The current requirement is to report the "suspicion" of abuse.  Instead of laws protecting the confidentiality of a patient who confides his or her secrets in treatment, we developed laws protecting clinicians who breach confidentiality and report their patients to law enforcement agencies.
In 1974, the landmark Tarasoff case struck a tremendous blow to the covenant of confidentiality.  The California court system ruled that confidentiality for patients is not a certainty and must yield to the greater welfare of the community.   The Court's decree that "the protective privilege ends where the public peril begins" set a new standard of responsibility for therapists toward the public at the expense of their patients' assurance of confidentiality and trust.
Professional misconduct and its investigation also results in the breaching of patient confidentiality.  When a patient files a complaint against his or her therapist, he or she does so knowing that the therapist will be legally released from his or her duty to keep confidentiality.  The cost to a patient in these circumstances is not only that of having to deal with the misconduct of the therapist, but the public disclosure of his or her most secret thoughts, feelings, behaviors and experiences which the patient previously disclosed in good faith to his or her therapist.
We have an appalling legal situation associated with therapist regulation currently under Washington State law.  If a complaint is filed by a third party who is not the patient, the Department of Health, which is the regulatory body for certified clinicians, can and has required therapists to breach confidentiality even over the protests of their patients.  This has allowed third parties, such as a disgruntled parent or family member of an adult patient, to force the disclosure of private patient material despite the fact that the patient has not filed a complaint and, in fact, has testified that they are satisfied with their treatment and that they object to the violation of their confidentiality.
Clinicians celebrated the U.S. Supreme Court decision in Jaffee v. Redmond (1996), when the majority decision spoke to the value of confidentiality and affirmed the right of privileged communication for those patients who are in psychotherapy. The Justices stated that:
Effective psychotherapy depends upon an atmosphere of confidence and trust, and therefore the mere possibility of disclosure of confidential communications may impede development of the relationship necessary for successful treatment.
Interestingly, within months of the High Court's announcement of the protection of privileged communications between a therapist and patient, a district attorney in Oregon's Lane County ordered the secret taping of a confession made by an inmate to a Roman Catholic priest.  This type of relationship, that is, priest-penitent, is also considered to be protected by "privileged" status.   The outcry by the Catholic Church was swift, loud, and admirable:
Taping a confession is morally and legally impermissible because the priest-penitent relationship is sacred and protected under the First Amendment.   Canon law forbids any confessor to betray a penitent by any means or for any reason whatsoever.  A confessor who knowingly violates confidentiality incurs the penalty of automatic excommunication....

[This is unprecedented in American history.  They know damned well that the relationship between a priest and a penitent is sacred.   Would that we as a profession were that confident and bold, as the legal system appears to be regularly threatening so called "protected relationships" in their pursuit of their "right to know"!]
There is a more ominous threat to confidentiality that has come relentlessly from another direction: managing health care as a way to control costs has escalated the demand for information by those outside the therapeutic relationship.   Managed care companies demand whatever clinical information they want with the rationale that it is needed to determine their own private definition of "medical necessity."  Insurance companies, HMOs, self-insured employers, etc., are all asserting their "right to know."  Mental health clinicians who accept third-party reimbursement through care managers are forced to divulge more and more confidential information in order to justify treatments.
Insurers have gained virtually unlimited access to what has traditionally been private information in at least two ways.  When an individual enrolls in an insurance plan, the application form includes a nonspecific consent for the release to the insurer of all medical information.  Agreeing to the release of medical information is a condition of enrollment.  As individual reimbursement forms are completed the patient is again required to sign a blanket release of information.   Despite the reality that the insurance benefit may have been purchased by either the patient or the patient's employer, the patient's confidentiality is something he or she must trade in exchange for mental health treatment.
The fact that most insurance is purchased by employers for their employees intensifies the violations of confidentiality.  A recent University of Illinois study found that one half of the Fortune 500 corporations admitted to using employee medical records in making employment decisions.  Of those corporations who made this admission, 20% stated that they did so without telling their employees.   The practice of the employer purchasing insurance for their employees, which then allows the employer access to detailed information about their employees, is a conflict of interest.  But there are no guidelines or codes of ethics with which to monitor these practices by employers or insurance companies and so far, the employees have not demanded a different practice.
Patients who hope to use medical insurance that is provided by self-insured employers to pay for their therapy have no legal means to prevent their employers from having access to their medical records.  In fact, it is a common practice of HMOs to send letters to employers detailing the health problems of their employees.  The U.S. Court of Appeals for the Third Circuit recently ruled that an employer's right to access an employee's health records outweighed the employee's right to privacy in health information.  The decision grew out of a case that began in November 1992. 
The South Eastern Pennsylvania Transit Authority (SEPTA), a self-insured employer, made a request for a printout from Rite-Aid listing all employees who were filling prescriptions for $100 or more for the purpose of monitoring costs.   SEPTA pays the health care bills of its employees, and on that basis demanded the right to look at information about prescription drug use in an attempt to detect fraud and abuse and to ensure that the prescription benefits are meeting employees' needs.   When the information arrived at SEPTA, it included employee's names and social security numbers.  The SEPTA Chief Administratiave Officer noted that a fellow employee was being treated for AIDS.  She casually shared this information with other co-workers.  When the employee found out, he sued for invasion of his constitutional right to privacy.  The Court of Appeals found that the man had no right to prevent this type of information sharing and had no remedies under the law.  The Court stated that his right to privacy was no match for an employer's need to control costs.
The second way insurers have gained access to what has traditionally been private information is by co-opting therapists to help gather that information.   Nearly all managed care provider contracts include a requirement that the health care provider will provide information for a variety of purposes upon the request of the insurer.  When clinicians sign such an agreement, they become legally obligated to produce records, even without the patient's consent and despite the restraints called for in their professional ethics codes.
We must acknowledge that we clinicians who listen, take notes, and report to the insurance industry the patient's private communications, are willing participants in this unethical and counter-therapeutic practice.  All of our professional ethics codes acclaim the centrality of confidentiality, but we skate out far too glibly from our moral and ethical obligations by hiding behind the "informed consent" escape clause.  Our patients are being raped of their privacy and the opportunity for a therapeutic process built on a covenant of trust, and we participate in that rape.
Insurance companies have become much more directive with health care providers, sometimes dictating what questions patients are to be asked, along with a requirement to document the patient's responses.  A physician practicing adolescent medicine has reported that as a part of "well visits" he is instructed to ask and document questions such as, "Do you have sex? Do you masturbate? How are your relationships with your parents, friends? Have you ever been pregnant? Have you had an abortions"  This information becomes a part of the adolescent's medical records and then belongs to his or her parents' insurance company and will likely be made available to a national data bank.
The privacy of personal medical information has in the past been protected primarily through state and common law, and through the threat of litigation against health care providers who do not meet their ethical and fiduciary responsibilities to their patients.  Insurance and managed care companies and self-insured employers are not regulated by such laws, are not constrained by any ethics codes, and offer only a contractual relationship rather than a fiduciary responsibility to their subscribers or employees.  Only 34 states have confidentiality laws that protect an individual's personal health care information.  Under current federal law, an individual has more protection of their video rental records than they do their health care information. A quotation from Benjamin Franklin seems appropriate here:

Three may keep a secret, if two of them are dead.

The United States Congress has been a quiet participant in the erosion of patient confidentiality.  In the past few years, legislators have proposed and considered a variety of health care bills that have redefined the term "confidentiality."   All of the health care reform legislation introduced at the federal level has included a plan for the expansion of the "circle of confidentiality."  All of this legislation required the creation of a National Health Care Data Bank and mandated the reporting of every clinical encounter.  The proposed legislation has stipulated that healthcare providers were to be fined for each patient encounter that is not reported.  Federal legislation is moving more in the direction of abandoning confidentiality altogether.  They now define the confidentiality circle to include a large number of "authorized users" and/or "trustees."  The list of "authorized users" is long and includes employers, insurance companies, data clearing-houses, government agencies involved in health care and law enforcement, and commercial information processing corporations.  The authors of an Institute of Medicine Report stated that the number of parties with a potential need to know was so large that they would not even attempt to provide a complete list.
An article in Newsweek suggested that "the goal is to develop a birth-to-grave medical record on every man, woman and child in this country."  With the rapid growth of information technology, a national, comprehensive, computerized medical database is certainly feasible.  Current technology could make our entire health history readily and immediately available both to those seeking to save our lives and to those whose intent is totally self-serving.   Not surprisingly, major contributors to these legislative proposals for the establishment of such a national data bank have been AT&T, IBM, Microsoft, and the financial reporting companies of Equifax and TRW.  The Kassebaum-Kennedy Health Insurance Portability and Accountability Act of 1996 ... contains a section entitled, "Administrative Simplification."   In effect, it makes the right to personal medical privacy subservient to the interests of the electronic data industry in administrative convenience.  No privacy standard can be adopted unless it first serves the purpose of reducing administrative costs.  Once implemented, the creation of large, centralized medical records data banks will forever make it impossible to give patients the guarantee of real confidentiality.  We will be told, of course, that our records are confidential, but what will be meant is, it is accessible to all in the "circle of confidentiality."
The Vermont Psychiatric Association issued the following statement in a 1995 position paper:
Computer technology rather than patient needs is determining the form of health reform and the laws to protect privacy....  The right to privacy is more threatened now than at any previous period in history.  The art of healing is being replaced by the business of medicine, and medicine is becoming a commodity to be bought and sold according to the standards of corporate life.  Computerization so extends access to the clinical record, that the patient may never even know that they have suffered an injury. They may only know that insurance has been denied, that a job application was refused, or that a promotion was not given or that a claim for disability is challenged by an employer.

Privacy and confidentiality, the foundation of the covenant of trust in the therapeutic alliance, is viewed quite differently by those advocating for expanding the "circle of confidentiality": 

The notion of proprietary information is an archaic model. We should share information for the benefit of everyone.  Medical-record information belongs to the patient, but you have to allow the individual to share it within an agreement. We need to overcome the barriers of confidentiality and privacy so the record goes from commodity to utility.

Recent media reports are already giving us hints about what we and our patients should expect when we disclose confidential patient information: At a Boston clinic, federal auditors demanded the names of patients seeking confidential AIDS treatment.  After they had been given the names of the AIDS patients, they released them to other agencies.  The Harvard Community Health Plan, a Boston HMO, admitted to routinely entering detailed notes of psychotherapy sessions into its computer records, which made them accessible to all clinical employees.
In Maryland, which became the first state to implement a state-wide medical database system, eight Medicaid clerks were prosecuted for selling, computerized record printouts of recipients' financial resources and dependents to sales representatives of managed care companies.  In Miami, state officials fired a public health worker who used a confidential list of people with AIDS and RIV to screen potential dates and offered to do the same for friends at a bar.
Obviously it is not possible to protect the confidentiality of medical records by simply adopting rules against their misuse.  It is imperative that we anticipate that persons who have access to records will misuse them.  Misuse is even more likely when large numbers of persons are made part of the "circle of confidentiality."
So, what of our covenant of trust?  The reactions of our professional disciplines to the antithetical political and corporate climate are mixed.   Nine professional organizations representing more than 600,000 health and mental health professionals issued a "Bill of Rights" in February 1997, to protect individuals seeking treatment for mental illness and psychological and substance use disorders.  The document reflects the joint concern of mental health professionals that people with psychological disorders, mental illnesses and substance use disorders are not being well-served in today's rapidly changing health care system.  The Bill of Rights addresses the issue of confidentiality with this statement:
Individuals have the right to be guaranteed the protection of the confidentiality of their relationship with their mental health and substance abuse professional, except when laws or ethics dictate otherwise.  Any disclosure to another party will be time limited and made with the full written, informed consent of the individuals.  Individuals shall not be required to disclose confidential, privileged or other information other than: diagnosis, prognosis, type of treatment, time and length of treatment, and cost.  Information technology will be used for transmission, storage, or data management only with methodologies that remove individual identifying information and assure the protection of the individual's privacy.  Information should not be transferred, sold, or otherwise utilized.
It is difficult to know how to interpret such a document issued by the major professional organizations, when those same organizations are also courting managed care companies and advocating for their members' inclusion on provider panels whose contracts require the members to violate the above paragraphs in the Bill of Rights.   Those same professional organizations appear to take a stand for maintaining confidentiality, but then re-write their ethics codes, adding phrases such as, "...except as required by law," that permit breaching confidentiality.  Our professional organizations are, in effect, allowing politics to determine our professional ethics.  The American Medical Association recently issued the following policy statement, which sounds hopeful at least on the surface.

The AMA believes that: (1) there has been an erosion of the confidential relationships between patient and health professional, which has resulted from growing outside demands for the information shared in this relationship for the purpose of patient care; (2) there is a need to sensitize the public to the intrusions into confidential medical information which can result from increased demands for accountability--substantiating health insurance claims, in litigation, and in medical care evaluation; (3) much of the erosion has emanated from the public, and properly so; however, an overemphasis on society's right to know, at the expense of the individual's right to privacy and confidentiality has resulted, and a better balance is needed.
All of these kinds of statements need to translate into some action. Corporate America has insisted they need to know the intimate details of our patients' thoughts, feelings, fantasies, and behaviors to determine the precise number of therapy sessions which are optimum for our patients--of course they have never met our patients! They have whispered in the ear of our legislative system and convinced it of the merit of national data banks filled with the details of our patients' lives. Just a few short years ago most members of our profession would have considered such a breach of the sanctity of the patient-therapist relationship an ethical offense. Many clinicians now consider it only a paper-work nuisance. For clinicians new to the field, this is an accepted part of practice, not an ethical or moral concern.
The question we as clinicians--those of us who still carry a dim torch--bound by our covenant of trust, must answer is " Are we maintaining and/or perpetuating confidentiality, or simply the myth of confidentiality?"  If we honestly believe it is our responsibility to do no harm to our patients and to prevent future harm, we must take a public stand against the destruction of the covenant of trust.   At the very least--a minimal ethical standard--we must provide a truly informed consent to our patients.  This requires us to be completely honest about confidentiality limitations and information about what some of the possible outcomes might be for the patient, given the information that will be passed on to the insurance company.   One therapist has added the following to her disclosure statement:  "Should you elect to use your health insurance benefits to pay for psychotherapy, your diagnosis, symptoms, substance abuse issues (if any) and history will become a part of your permanent medical records. These records are often accessible to other insurance companies and on occasion can be accessed by employers and private investigators for credit reports."  A more succinct approach is used by a California psychologist: "If you pay me directly, everything's between us.  If you use managed care, there's just no confidentiality."
In the current cultural climate, clinicians might actually do well to "Mirandize" their patients prior to their first session:
1. You have the right to remain silent.
2. Anything you say can and will be used against you.
3. You have the right to talk with a lawyer and have him present with you while you are in therapy.
4. If you cannot afford to hire a lawyer, you probably ought not to begin this process.
5. You can decide at any time to exercise these rights and not answer any questions or make any statements.
I wonder how many patients would actually proceed with therapy.?
As confidentiality concerns have gained our attention, the Oath of Hippocrates has frequently been quoted as the historical basis for preserving patient confidentiality.  The portion that is typically quoted is this:  Whatever, in connection with my professional service, I see or hear, in the life of men, which ought not to be spoken of abroad, I will not divulge, as reckoning that all such should be kept secret. 

The next sentence is generally omitted.  It is too bad.  The strength of it conveys just how seriously Hippocrates took his oath:  While I continue to keep this Oath unviolated, may it be granted to me to enjoy life and the practice of the art, respected by all men, in all times.  But should I trespass and violate this Oath, may the reverse be my lot.

From the point of view of the Legal, Ethical, and Professional Issues Committee, Judy Roberts’ frank account of the obliteration of confidentiality in the current "health-care delivery system" is an excellent summary of the dangers facing individuals seeking psychotherapy paid for by third-party payers and of the acquiescence of our professional organizations in the erosion of privacy and professionalism.  This article was first published in the newsletter of the National Coalition of Mental Health Professionals and Consumers, a group that works to bring public attention to the problems and abuses in the current health care system and to find workable alternatives to managed care. While the Academy rejects the premise that psychoanalysis is health care (seeing it as a means of self-exploration and understanding rather than a "treatment" for "mental disorder"), we agree with Ms. Roberts' assessment of the current situation and strongly support her argument that such breaches of confidentiality are inherently unethical.*
Judy C. Roberts, M. A., is a Certified Mental Health Counselor in private practice in Seattle, where she also teaches professional ethics and law at Antioch University and is Ethics Chair for both the Seattle Counselors' Association and the Washington Mental Health Counselors' Association.  This paper was first presented at the Sixth National Clinical Conference of the National Institute of Psychoanalytic Education and Research in Clinical Social Work, September 27, 1997, which took place in Seattle, Washington.  It is reprinted here with permission. 
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Adolescent Access to Confidential Health Services
Few things are more personal than information about our bodies and our health. The information patients share with their health care provider is often sensitive, even embarrassing. Patients expect that it will be kept private. If that privacy is not guaranteed, they may be reluctant to seek care or treatment.
Confidentiality is also important for health care providers. To deliver accurate diagnosis and treatment, the provider must have all relevant information from the patient. If the patient fears that such information will be made public, s/he may not divulge all the necessary facts.
Confidential health services are essential in promoting teens' health. Adolescents are at a critical stage of development, both physically and emotionally, and are beginning to establish their own identity and autonomy. Teens experiencing depression, rage, suicidal thoughts, sexually transmitted disease (STD), pregnancy, or sexual abuse may pose a grave danger to themselves or those around them. A health care professional can help enormously by encouraging screening and treatment.
The health care provider's duty of confidentiality becomes complicated when the interests of an adolescent's parents or guardian must be factored into the provider-patient relationship. The parents' financial responsibility for, and guiding role in, raising their children and the state's interest in protecting family autonomy are concerns the health care provider must respect. Health care providers must also balance parents' and minors' interests while keeping in mind laws that govern confidentiality and that mandate parental notification.
Surveys show that most adolescents will seek routine medical care with their parents' knowledge.1 Making parental involvement or notification mandatory, however, drastically affects adolescent decision-making, and reduces the likelihood that teens will seek timely treatment. In a regional survey of suburban adolescents:
· Only 45 percent of adolescents surveyed would seek care for depression if parental notification was required; and
· Less than 20 percent would seek care related to birth control, STDs, or drug use if parental notice was mandated.2 A teen, struggling with concerns over sexual health or drug and alcohol abuse, may be reluctant to share concerns with a parent for fear of embarrassment, disapproval, or violence. A parent or relative may be the cause or focus of the teen's emotional or physical problems. Additionally, some teens wish to have their confidentiality protected because they value their privacy and autonomy. The guarantees of confidentiality, and the adolescent's awareness of this guarantee, are essential in helping teens seek needed care.
Physicians Care About Confidentiality
Physicians strongly support adolescents' access to confidential health services. A 1987 American Medical Association (AMA) survey found that physicians were even more likely than the general public to favor confidentiality for adolescent patients.1 For example, pediatricians described confidentiality as essential to obtaining necessary and factual information from their adolescent patients. A regional survey of pediatricians showed strong support of confidential health services for adolescents:
· Of the physicians surveyed, 75 percent favored confidential treatment for adolescents.
· Forty-five percent unconditionally favored confidential treatment of adolescents, even when it meant withholding information from parents.3
Many influential health care organizations support the provision of confidential health services for adolescents:
· The American Medical Association " The AMA reaffirms that confidential care for adolescents is critical to improving their health…TheAMA encourages physicians to involve parents in the medical care of the adolescent patient, when it would be in the best interest of the adolescent. When, in the opinion of the physician, parental involvement would not be beneficial, parental consent or notification should not be a barrier to care."4
· The American Academy of Pediatrics "A general policy guaranteeing confidentiality for the teenager except in life-threatening situations should be clearly stated to the parent and the adolescent at the initiation of the professional relationship, either verbally or in writing."4
· American College of Physicians " Physicians should be knowledgeable about state laws governing the rights of adolescent patients to confidentiality and the adolescent's legal right to consent to treatment…The physician must not release information without the parent's consent, unless required by the law or if there is a duty to warn another."4
· The American Public Health Association " The American Public Health Association urges that…confidential health services [be] tailored to the needs of adolescents, including sexually active adolescents, adolescents considering sexual intercourse, and those seeking information, counseling, or services related to preventing, continuing or terminating a pregnancy…."4
LEGAL SOURCES FOR THE CONFIDENTIALITY REQUIREMENT
Health care providers have the highest degree of legal obligation to protect the confidentiality of their patients.5 For example, in Colorado, a physician who violates a patient's confidentiality is subject to disciplinary action, including license revocations.6 Other states mandate that health records must be kept confidential and cannot be released without the patient's consent.7
Regulations governing federally funded health programs, such as Medicaid,8 Maternal and Child Health Block Grants,9 and Title X10 include confidentiality clauses. In addition, in 1995, members of the 104th Congress moved to codify the right to confidentiality by introducing a bill guaranteeing the confidentiality of patient health care records.11
MINOR'S CONFIDENTIALITY AND PARENTAL NOTIFICATION
The issues surrounding confidentiality for minors are not covered comprehensively in the myriad state and federal statutes and regulations.12 Many states, however, have laws mandating that parents be notified of specific treatments or diagnoses given to minors.
Parental notification laws contain a variety of standards for disclosure of information by health care providers. In some cases, the provider has discretion whether to notify the parent of a minor's treatment.13 A few states allow disclosure of medical information to parents or guardians without the consent—and over the specific objection of—the minor patient.14 Other states provide guidance to health care providers for when a minor's medical information may be disclosed.15
These laws elevate the interests of the parent or guardian above those of the adolescent patient. By making a minor's health information available to the parent, the laws may well discourage teens from seeking needed care. An adolescent with a sexually-transmitted disease, for instance, may forego treatment rather than risk a parent's embarrassment, disapproval, or violence. Many teens live in dysfunctional family environments, and parental involvement laws cannot transform these families into stable homes. As a Justice of the California Supreme Court has noted, "Not every pregnant adolescent has parents out of the comforting and idyllic world of Norman Rockwell."16
Protecting Minor's Confidentiality to Promote Adolescent Health
Recognizing that reality, many states have statutes to protect teen confidentiality for specific services— particularly reproductive and sexual health, mental health, and drug and alcohol treatment. Protecting adolescent confidentiality for these services encourages teens to seek treatment for conditions that they may want to keep private from parents. Nothing in these statutes prevents teens from involving parents in health care decision-making, which most adolescents do.1
Similar protections are guaranteed in other states for minors seeking treatment or testing for sexually transmitted diseases17 or for mental and psychological problems.18 In situations where parental notification might deter adolescents from seeking these essential health services, states have determined that protecting the minor's confidentiality is more important than promoting parental control and family autonomy.
HIV/AIDS AND CONFIDENTIALITY
People who are HIV-positive, or suspected of being so, often face discrimination, harassment, or violence. A number of states have enacted HIV/AIDS confidentiality statutes to encourage testing and treatment. These laws vary as to what information is protected, to whom it may be disclosed (e.g., schools or parents), and who is covered by the law.19
In Colorado, for example, a minor may consent to testing and treatment of HIV/AIDS, and that information must be confidential if the adolescent is 16 years of age or older. If the youth is under 16, the health care provider has the option of notifying the adolescent's parent or guardian.20
CONTRACEPTION AND CONFIDENTIALITY
In 1977, the United States Supreme Court ruled that minors have a constitutionally protected right to privacy with respect to the use of contraceptives.21 Slightly less than half the states have laws permitting minors to obtain contraceptives or family planning services without parental consent.12 Most of these statutes do not address parental notification and, among those that do, parental notification is not mandatory.12
A 1983 attempt by the U.S. Department of Health and Human Services to require parental notification by family planning clinics receiving federal Title X funds was enjoined by two federal courts and never enforced.22 Laws which protect confidentiality for adolescents who seek family planning services encourage teens to protect themselves.
ABORTION AND CONFIDENTIALITY
In Planned Parenthood v. Casey, the U.S. Supreme Court found that states may impose a parental consent requirement on minors seeking abortion so long as there is a "bypass" procedure available for minors who fear the consequences of seeking parental consent. In its ruling, the Court also recognized that some minors are sufficiently mature to make the decision to terminate a pregnancy. Utilizing the bypass procedure, the minor may petition a judge, or other responsible adult, to provide consent to the abortion procedure on her behalf.
Although the Court has not specifically addressed the constitutionality of parental notification laws, it has stated:
Although our cases have required bypass procedures for parental consent statutes, we have not decided whether parental notice statutes must contain such procedures…It is a corollary to the greater inclusiveness of consent statutes that a bypass procedure that will suffice for a consent statute will suffice also for a notice statute.23
Courts analyzing parental notification laws, therefore, require that the statutes contain bypass procedures allowing the adolescent to prove that an abortion is in her best interests and that parental notification would not be in her best interests.24 As discussed above, the vast majority of adolescents involve their parents in their lives and health, including abortion decisions.1 For some, however, mandatory parental involvement may encourage a teen's seeking unhealthy alternatives, such as home or "back alley" abortions.
POLICIES THAT PROMOTE ADOLESCENT CONFIDENTIAL HEALTH SERVICES
The AMA's Guidelines for Adolescent Preventive Services (GAPS) recommends that physicians establish policies regarding confidential care for adolescents and parental involvement in that care.25 GAPS also recommends that "[health] services be tailored to the individual and that information shared by the adolescent during the medical visit remain confidential."25
Confidential health services are usually limited by state laws to only those services to which a minor can legally consent. For example, in Maine, a minor can consent to treatment for drug and alcohol abuse or for emotional or psychological problems.18 By law, where a minor can legally consent to treatment, the minor is afforded the same right to confidentiality as an adult.18
Laws like these protect adolescents seeking treatment for sensitive health concerns, but they do not guarantee comprehensive confidential health services for teens. Some states continue to allow disclosure of adolescent health information to parents, even over the specific objection of the adolescents.14
Limiting confidentiality to only the most intimate health issues discourages adolescents from seeking preventive care and counseling before problems occur. To promote adolescent health, providers must be allowed to develop confidential health services programs that are sensitive to the needs of adolescents and their families. When guaranteed confidentiality, adolescents will seek necessary medical care, and most teens will involve their parents in that care. The law should recognize the reality of teen health care and protect the confidentiality of adolescents to ensure their healthy development.
Written by John Loxterman, J.D., July 1997
For further information on adolescent access to confidential health services, call Advocates for Youth, 202.419.3420. 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Genetic testing challenges doctor-patient confidentiality 
Doctors, legal experts argue against imposingmandatory 'duty to warn' nonpatients 
CHICAGO -- After one of Dr. Kenneth Offit’s patients died from a genetic form of breast cancer, Offit felt obliged to warn the woman’s college-age daughter that she, too, might be at risk. 
He could not find the young woman. But he located her elderly grandmother, who also had had breast cancer. The old woman did not even to want to discuss issue.
“She responded, ‘Enough of this talk about cancer. I don’t want my family to hear any more of it,”’ Offit said. He did not pursue the issue any further.
Normally, under medical ethics, doctors are obligated to keep patients’ health information confidential — a duty central to the doctor-patient relationship.
But Offit’s dilemma illustrates how advances in genetic testing are placing strains on the principle of doctor-patient confidentiality. Doctors are grappling with whether to tell a patient’s relatives when the patient has an inherited disease or mutation that could afflict other members of the family.
In an article in Wednesday’s Journal of the American Medical Association, doctors and legal experts argued against imposing a mandatory “duty to warn” nonpatients. Among those supporting medical ethics as currently written was Offit.
“The cornerstone of the patient-physician relationship is the assurance of confidentiality,” wrote Offit, the article’s lead author and a researcher at Memorial Sloan-Kettering Cancer Center in New York City.
Requiring doctors to disclose such information would undermine the doctor-patient relationship and might violate recent federal privacy laws, the article said.
Also, it would be impractical to expect doctors to try to reach “an untold number of their patients’ relatives who might be at some unspecified risk from genetic predispositions,” the article said.
Even if all relatives could be reached, “each would require counseling and education that would impose completely unrealistic burdens on the physician,” Offit and colleagues argued.
Yet, a failure to warn family members about genetic risks has resulted in several lawsuits, including one case in Minnesota involving two children born with inherited mental retardation.
The debate could ultimately affect all patients as scientists discover that people’s genetic makeup could help determine such fundamental things as how well they respond to certain medicines, said University of Minnesota ethicist Jeffrey Kahn.
Amalia Rigoni, who underwent genetic testing after she was diagnosed with breast cancer four years ago, said it should be up to the patient whether or not to warn others.
Rigoni, a Chicago-area hot line counselor for the Y-ME National Breast Cancer Organization, said she told her female relatives that she was getting tested. But she said she would have had a problem if her doctor had taken it upon himself to do so.
“I firmly believe in the confidentiality of the patient and the doctor,” said Rigoni, 46, whose test results showed she did not have the breast cancer gene.
In the Minnesota case, Kimberly Molloy, a Minneapolis-area woman, said she would not have conceived another child if she had known the first had inherited mental retardation — a condition known as fragile X syndrome. She claims doctors were negligent in not testing her first child and in informing her the child’s condition was not genetic.
The Minnesota Supreme Court in May allowed that lawsuit to proceed in a ruling that some say broadens the definition of who is considered the patient in cases involving genetic diseases.
The ruling is a dangerous precedent that “is going to unnecessarily expand the liability of doctors in today’s world. It’s going to open up a Pandora’s box that may need to be remedied legislatively,” said attorney Katherine McBride, who represents one of the Minneapolis doctors being sued.
The JAMA writers said doctors should follow guidelines from medical groups including the AMA, which last year adopted a policy that says doctors should explain to patients the implications genetic testing might have for their relatives.
In some cases, doctors should explain that patients should disclose test results to potentially affected relatives, and doctors should offer to take part in that process, the AMA policy says. It implies doctors should not insist on disclosing such information, nor should they feel coerced to do so.
Without confidentiality, patients might not seek medical care, said Dr. Robert Sade, a member of the AMA’s Council on Ethical and Judicial Affairs.
“The frightening aspect ... is that physicians can be sued whether they do or they don’t” inform relatives, Sade said. “They’re really between a rock and a hard place.”
© 2011 The Associated Press. All rights reserved. This material may not be published, broadcast, rewritten or redistributed.
















Should Drug Companies Have Access to Prescription Information?
By Jessica Wapner
Posted: June 17, 2011 
[image: http://blogs.plos.org/workinprogress/files/2011/06/LotsOfDrugs.jpg]The process is known as data mining, and it’s controversial.
Here’s how it works: A company purchases prescription information from pharmacies and matches that together with physician identities (usually obtained from the American Medical Association, which makes a lot money from selling that information) to create prescriber profiles, a rundown of who’s prescribing what, where. Drug companies purchase those profiles in order to better shape their marketing tactics. What doctors are already prescribing the drug in question? What doctors are prescribing the cheaper, generic version when they could be prescribing the company’s brand-name product? What doctors are using a different class of drugs and could possibly be persuaded to try another approach to treating a given disease?
Yes, this happens. Now, brace yourself for the numbers:
In 2005, the pharmaceutical industry spent $7.2 billion on marketing directly to physicians. (Just a fraction of the $29 billion spent overall on promoting and marketing prescription drugs that year.) More than 90,000 sales representatives spend about $8,800 per doctor, per year, to promote the prescription of one drug or another. (PDF) Now, let your stomach settle and read on.
Many states have banned the practice, and several others have legislation in the works to do so. The Supreme Court recently heard arguments from the state of Vermont about why its ban—challenged by data mining companies—should be upheld. Based on that hearing this past April, it seems unlikely that Vermont’s law will be upheld. The Court’s decision is expected by the end of June.
But the legal arguments made against data mining practices are not the genuine reasons for why people don’t like it. The case seems mainly to be about private versus commercial information. Vermont says that industry access to prescription data violates physician-patient confidentiality. The industry has argued that free speech protects its right to the information. (Legal representation for Vermont also argue that the practice of data mining drives up healthcare costs by marketing expensive drugs to doctors who could prescribe the cheaper version without compromising patients’ health.) 
Does data mining benefit anyone besides drug companies? Those who do the mining would argue yes, for several reasons. One of the major hot-button issues in medicine right now is variability in patient care. Doctors in one practice are treating patients with X disease in a completely different way than doctors in another practice, either across the street or across the country. Data mining could help streamline treatment approaches, eliminating that variability, which does contribute to high healthcare costs. In addition, doctors are increasingly beholden to follow medical society- or insurer-issued “critical pathways,” which are, essentially, guidelines for how to treat a given disease. Data mining could help ensure adherence to those pathways, which are currently on the rise (doctors who resist could suffer financial consequences). Data mining could even play a role in negotiating drug prices and reimbursement rates. All of this could be true. And, data mining companies that deal with physician prescriptions, such as IMS Health and Walter Kleuwers Health, now have mechanisms in place to allow physicians to opt-out, so that prescriptions they write will not be included in information provided to drug companies.
The Vermont case addresses only one segment of data mining practices. First, there are many other sources from which to obtain data that reveal prescribing patterns than corner pharmacies. Specialty pharmacy providers (companies that manage hard-to-handle medications) have a wealth of data. Claims-processing companies and pharmacy benefit managers also have a great deal of data ripe for the mining.
Second, information gleaned about patient care can be used in all sorts of ways. For example, prescribing and outcomes data enable drug companies to identify areas where new therapeutics are needed, to determine whether the significant investment needed to develop a new drug and gain FDA approval will be worthwhile. It could be said that data mining helps rein in marketing expenses, because knowing how to tailor those efforts eliminates wasted visits, etc. 
As Marc Duey, president of ProMetrics, explains, the information enables companies to see the daily consumption of a particular medication, how many patients are switching over to a new drug once it becomes available, what percentage of a drug’s usage is for any particular disease (say, renal cell carcinoma versus colorectal cancer). “Data mining permits fine tuning, clear decision-making, prioritization of resources, and makes the whole process of marketing much more efficient, saving money and delivering healthcare in a cheaper, more efficacious fashion than would otherwise be,” says Duey. 
At the heart of much of the knee-jerk reactions against data mining is the belief that we are in the grip of a pharmaceutical industry that is out of control, with excessively soaring profits and an approach to controlling prescription drug use that borders on sinister (or, some might say, that is already way past sinister).
But the problem is this: pharmaceuticals are a for-profit industry. Data mining of prescriptions is essentially no different than the advertisement that pops up on your Facebook page as soon as you put “Went to the Gap!” as your status update. People will argue that healthcare is different from shopping for a new pair of jeans, that the former should be kept confidential because it involves private information about the state of one’s health. But it’s impossible to draw that line clearly. Drug companies are in it for the money. That’s what they do: they are businesses that make money by making and selling medicine. The public at large seems to want access to every possible bit of medical care around, but without being held accountable for the fact that we are healthcare consumers, just the same as we are clothing consumers.
That being said, there’s no denying either the unsettling amount of money at play or the sense that the pharmaceutical industry holds way too many cards when it comes to dealing with medical care. It just seems (to me!) that stopping data mining one state at a time isn’t going to alter the heart of what these states really have a problem with, which is the unfortunate repercussions of market-driven healthcare. In fact, if you drive even further into the core, the problem could be said to stem from our focus on treatment rather than prevention, on what makes people sick in the first place, on what makes a society so focused on consuming things as a way to make ourselves well, and on how healthcare came to be a for-profit business in the first place. To that same end, when data mining companies say that all they, or drug companies, want is to get this “life-saving information” out to doctors in order to help patients, it’s increasingly hard to believe. 
Finally—although I’m sure there is some law or legal loophole that would prevent this—why can’t patients be the ones to decide what happens to their prescriptions? Simply, a checkbox could be added onto the prescription pad that lets patients opt-out of having that information sold or provided in any way to a third-party company. After all, the prescription belongs to the patient … doesn’t it? I know, I know: be careful, my naivete is showing. 
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Clinical Ethics
[bookmark: FDFHCBCH][bookmark: elementId-1082993]Sharing patient information between professionals: confidentiality and ethics
[bookmark: elementId-1083011]Annette J Braunack-Mayer and Ea C Mulligan 
[bookmark: elementId-1082689]MJA 2003 178 (6): 277-279

[bookmark: abstract]Abstract 
· [bookmark: elementId-1083068]Careful consideration of the ethical implications is required before patient information should be shared without the patient's knowledge.
· Routine and apparently uncontroversial releases of information can be perceived as problematic by patients.
· The ethics of such "ordinary" breaches of confidence can be explored by considering the patient's autonomy, the patient's best interests, and the public interest in preserving or breaching confidentiality.
· Patient autonomy can be supported and ethical problems may be avoided when patients are given as much information as possible about foreseeable information disclosures.
[bookmark: intro][bookmark: elementId-1083172]With recent amendments to the Privacy Act 1988 (Cwlth), there is both increased awareness of and sensitivity about disclosure of health information among users of healthcare services. Traditionally, the greatest ethical concerns about breaches of confidentiality have arisen in situations in which third parties are involved: for example, when not disclosing information about a patient's sexually transmitted disease may mean that the patient's partner is at risk of significant harm. However, in other situations, health professionals and administrators make decisions to disclose information about patients because it seems to be in the patient's best interests to do so.
We explore here the ethical implications of a number of relatively mundane cases in which information about patients was disclosed without the patient's consent, for reasons related primarily to the patient's best interests. The cases described are examples of "ordinary" instances in which information may be shared without seeking a patient's consent, in contrast with the more dramatic examples that are reported in the popular press from time to time.
The case studies are part of a larger (unpublished) study on confidentiality issues conducted in 2001 by one of us (E C M) with ethical approval from the Social and Behavioural Sciences Research Ethics Committee of the Flinders University of South Australia. (The methodology of the study was similar to that of an earlier study conducted in 1999.1) Interviewees were recruited during a population survey, in 2001, of 3037 randomly selected South Australian adults. Interviews were conducted by E C M. We present here short extracts from interviews with three of 24 survey respondents who reported that a doctor or a health service had released information without obtaining their permission. The content of the interviews has been edited to protect the anonymity of the interviewees and to remove repetition.
[bookmark: elementId-1083180]Case 1 
Ms X: I'm not really complaining much about it, because it was for my own benefit. I had a study done which showed I have a very rare malformation. My specialist said, "I've shown a few people your photos". So he had obviously got a lot of opinions on it. He was lost, because it was so rare that there had only been one other case like this in Australia before. He did not know what to do and he kind of showed around my photos, had a bit of a get-together, and showed as many people as he could, to ask what to do.
[bookmark: elementId-1083185]Case 2 
Mr Y: I am a patient in a special unit where the staff have a meeting every week. They discuss the test results and whatever they want to discuss. You sort of find out along the way. They don't tell you what goes on, but you get second-hand information. The nurse will come back and say, "At the meeting the doctor said this . . .". I don't like them discussing me behind my back, but I also think it is a good idea for communication and for them to nut things out.
[bookmark: elementId-1083190]Case 3 
Ms Z: I changed to a new GP, and he was able to access the results of tests that my previous doctor had done via the computer. I was very surprised that information that one doctor had was available on the computer for another doctor. He did not ask me if that was okay; he did not explain to me; he just said "I'll check what the tests were"... and I was just really surprised and wondered what else was freely available for everybody to read. Having come from an abusive background, I'm very touchy about anything like that going on ... and about being traced. I wasn't sure of how he did it — obviously the second doctor was able to tap into the files of the company that did the tests. His assumption was that I was just ready to trust him and feel okay about what he was doing, but I'm not that kind of person; I'm very sceptical.
[bookmark: elementId-1083195]Discussion 
The duty of confidentiality requires that doctors keep secret the information they are given by patients and/or that they discover or learn about patients through their professional interactions.2 By that definition, each of the three scenarios constitutes a breach of confidentiality. Regardless of whether the breaches were justifiable or not, the scenarios demonstrate how routine and apparently uncontroversial releases of information can be perceived as problematic by patients.
[bookmark: elementId-1083155]Why confidentiality is important 
Confidentiality is important for several reasons: 3,4
· It benefits patients by providing a secure environment in which they are most likely to seek medical care and to give a full and frank account of their illness when they do;
· It supports public confidence and trust in healthcare services more generally;
· It expresses respect for patients' autonomy: people have a right to choose who will have access to information about them, and a rule of confidentiality for medical practitioners reassures patients that they can determine who will be privy to their secrets.
These are three robust arguments for maintaining confidentiality, but there are some circumstances in which breaches of confidentiality are permissible, and sometimes even necessary.
[bookmark: elementId-1083162]Justifications for breaches of confidentiality 
Some commentators have argued that breaches of confidentiality are a normal part of contemporary healthcare. Some have gone so far as to label confidentiality a "decrepit concept", as the sharing of information has become ubiquitous within healthcare teams.5,6 In contrast, Justice Michael Kirby has rejected the notion that a loss of privacy is simply the inevitable result of accepting the advantages of electronic record-keeping. He has argued instead for a renewed commitment to the value of privacy.7
Even if they are part of contemporary healthcare, such "routine" breaches of confidence should not be accepted unthinkingly. Breaching confidentiality in these situations may be justifiable if it is the best or only way in which the patient's best interests can be served.
In Case 1, Ms X recognised that her specialist had passed on information about her and discussed her condition with other clinicians in order to secure the best care for her. However, the specialist could have asked Ms X if she was happy for him to discuss her case with other clinicians. Had he done so, he would have both respected Ms X's right to control access to information about herself and acted in her best interests.
Cases 2 and 3 raise rather more complex issues than can be solved by a simple question to the patient.
In Case 2, Mr Y recognises that team meetings improve the quality of his care, but is not satisfied by this and has continuing concerns.
The unit staff responsible for Mr Y's care can offer at least two arguments in defence of their conduct. First, they might suggest that, when he decides to receive his care in a hospital outpatient setting, Mr Y tacitly gives consent for information about him to be shared among members of the treating team. It is probably reasonably obvious that such sharing takes place — after all, in the course of Mr Y's treatment a range of staff will be involved, not all of whom he will meet personally. In addition, as staff changes occur reasonably frequently in hospitals, Mr Y's care is likely to be monitored by a changing array of health professionals over time. It may not be practicable for individual patients to know exactly who is involved in every aspect of their care at all times.
Second, it can be argued that it is not just Mr Y's quality of care that is at stake here. Team meetings and case conferences are important quality assurance mechanisms, and their impact can be felt beyond the patient being discussed. Other patients in the clinic will also benefit when regular case reviews are carried out, as will the students and staff who derive benefit from the learning opportunities presented by case conferences. Mr Y's anxiety might well have been alleviated had he known a little more about how a large hospital is run and how this may affect his care. Some hospitals do provide brochures outlining the likely range of people who will need to access patients' health records and who may be involved, even tangentially, in their care.
In Case 3, it is reasonable to ask whether Ms Z's test results should be in a databank that can be accessed by doctors other than the one who originally ordered the tests. It is likely to save Ms Z time, inconvenience, money and even discomfort if previous results can be accessed quickly by her current treating doctor. However, Ms Z's concerns are not really related to the test results, but rather to other information about her past. Given her history, she has good reason to fear unauthorised disclosure of information.
In Ms Z's case, judging what is really in her best interests is obviously important. It is true that openness can often benefit patients, allowing more accurate diagnosis, more appropriate treatment, or better support in distressing situations. It is also true that the risks associated with disclosure to the wrong people are significant for Ms Z. From two ethical perspectives — respecting Ms Z's right to privacy and acting in her best interests — it is difficult to justify the breach of confidentiality that occurred.
The doctors (and the pathology company) involved in Ms Z's care might offer similar arguments to those offered by Mr Y's treating team, but they do not withstand scrutiny. First, it is unlikely that a patient consenting to pathology tests could be taken to be giving her implied consent for an undisclosed number of doctors to access her results in the future. Second, there are no clear and compelling reasons why other patients, or society in general, would benefit if test results such as these were accessible without explicit consent.
[bookmark: elementId-1083210]Conclusions 
Sharing information between members of the treating team, or between different treating practitioners, is a common and necessary practice in the delivery of healthcare. At the same time, all transfers of information without the knowledge of the patient require careful ethical consideration.
Patients should be given as much prospective information as possible concerning the types of people to whom their health information may subsequently be disclosed. This advice will reduce the number of situations in which implicit consent for routine information transfers is relied upon. If a patient has not been advised that his or her information will be disclosed, clinicians need to satisfy themselves that they are acting in the individual patient's best interests and that broader social benefits outweigh the social cost of compromising confidentiality.
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